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Abstract: Touchscreen-based authentication has received widespread attention for smart phone. Since the existing au-
thentication schemes are vulnerable to the external environment, we mainly study the dual-modal authentication including touch
sensor behavior and motion sensor behavior when touching the screen, so as to improve the security of authentication. However,
the complexity of the dual-modal authentication system increases; and will bring a lot of CPU(Central Processing Unit) resources
and power consumption. Therefore, we propose an adaptive touch screen continuous authentication method, which can adaptive-
ly select the authentication strength according to the context, and reduce the complexity and energy consumption of the authenti-
cation system by avoiding the use of motion sensor behavior authentication when the touch screen is used. And experiments show
that the method can reduce energy consumption by more than 50% while providing sufficient smartphone safety.
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I T 3230 TAERFE (Receiver Operating Charac-
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F2 SR T Mk 5 B b A A SR AR AT R 5 18 S B IR A
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AT HIZER . AT LLULEE R, SVM 1 FT A7 11 1l
B B At DU AN A3 228 B UE RE J1 58, 7R X 4342 B
REWIE BT, SVM T fith 45 15 JBRARAT Ry (14 HE B R 1K 3
T 95.43%, XF F iz gl A% AR AT O 0 HE B R8BI T
93.78% , F X} F RF 7€ fil 45 (£ AR 1T 0 T 14 88.12%, LA
K XGBoost £z Sl & & AF1T R T 1) 82.58% , SVM F 3
TR S 2B T . BRI Z AF, KNN Fl MLP 7£ 32 3]
fEIRERAT R DRI TR R PERE , W R 5N
93.99% F1192.16%. F& A 145 M HH T XGBoost i FH T K #A
BR800 () 5, BRI AR RS2 86 vp, DR 808
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Rt | st | AEte | @aifte | AR | 23l

| ORER | R | B | B | B

SVM | 95.35% | 85.34% | 94.11% | 90.28% | 95.41% | 93.78%
KNN | 91.33% | 83.15% | 91.34% | 88.25% | 93.99% | 84.85%
MLP | 88.67% | 80.58% | 89.26% | 83.01% | 92.16% | 85.97%
RF | 87.53% | 84.43% | 88.53% | 85.09% | 88.12% | 83.14%
XGBoost | 84.67% | 82.16% | 88.73% | 84.85% | 88.36% | 82.58%
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